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Identity Security game 
changers!

Addressing common challenges in Identity 
Security 

Mikael Wikström
Principal Solution Engineer – Nordic & Baltics

©2024 SailPoint Technologies Holdings, Inc. All rights reserved.

Securely connecting 
the right people to the 
right technology has 
moved well beyond 
human capacity.
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Application Onboarding
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The Challenge of Application Onboarding 

• The biggest cost for any 
Identity Security Program.

• Often a blocker for 
demonstrating value and 
getting business buy-in.

4© 2024 SailPoint technologies, Inc. All rights reserved.

Time-to-Value 

Application 
onboarding 

averages over 40 
hours per app

40+
hours
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AI-powered lifecycle management for enterprise applications

Discover ungoverned 
applications
Use SSO via Okta or search 
manually

Easily choose connectivity 
sources
Pick from hundreds of 
connectivity options or get 
smart, AI-driven 
recommendations based 
on best practices

Get a guided, AI-
driven experience

Guided and assisted app 
onboarding with AI-based 

recommendations

Achieve faster identity 
security time-to-value

Solve the most time-
consuming & complex 

challenges of correlation 
mapping, configuration 

and creating account 
policies

SailPoint® application onboarding
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The faster organizations can discover and then configure ungoverned enterprise applications, 
the faster they will see identity security program value.

Discover ungoverned applications
Use Case 1
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Get best practice, AI-driven recommendations to automatically configure applications, 
edit & refine configurations, and correlate identities to accounts.

Use AI/ML to configure applications & correlate 
accounts

Use Case 2

Entitlement Descriptions
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Entitlement descriptions are important for making 
accurate request, approval, and review decisions but
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of entitlement descriptions are 
left blank64%

Fill in the blanks with AI-generated suggestions

Entitlement Name: AWS-Cloud-RO
• Most likely description: <BLANK>
• Typical human description: “AWS: Adv. Admin stuff. Get it!”

Proposed entitlement description using GenAI entitlement descriptions:
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Accurate entitlement descriptions benefit the entire program
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Access Request
and Approval

Requestors more likely to 
request the right items.

Approvers have the context 
they need to take the right 

decisions.

• Saves time
• Reduces risk
• Lowers costs

Access
Reviews

Gives reviewers the 
confidence to take 

revocation decisions when 
appropriate

• Saves time
• Reduces risk
• Lowers costs

Access Modelling

Easier for role owners to 
include the right items.

• Saves time
• Reduces risk
• Lowers costs

Cleans the access 
model

Enables better AI role 
discovery

Automated 
Provisioning

Go beyond high-level roles 
that provide only basic 

access.

Deliver Joiner and Mover 
automation.

• Saves time
• Reduces risk
• Lowers costs

AI/ML Assisted Access Reviews
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File storage for Asset Management on Box

File storage for Asset Management

Property management in Asset Manageme

Property management of African assets

Property management of Belgian assets

Property management of French assets

Property management of German assets

Property management of assets in Luxemb

Property management of assets in Netherl

Property management of Scandinavian as

Property management of UK assets

Sensitve Project relating to Strategic Acquis
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50 % more access revoked
With AI/ML assisted access reviews.
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How do we do it?
Peer groups to the rescue
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Job Title: Principal Consultant

Team: EMEA Specialists

Location: United Kingdom

Manager: Steve Mowll

Job Title: Principal Solution Engineer

Team: Solution Engineering

Location: Sweden

Manager: Danny King
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What is a peer group?

Naturally forming 
Peer group
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Peer groups help solve many identity challenges

Peer groups are
• Discovered automatically by 

AI, based on the discovered 
access that users have

• No configuration or 
customisation or roles 
required to discover them

• Constantly re-evaluated.
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How can you analyze data at scale to identify risk?

Proactively highlight anomalous access
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How peer groups help solve identity challenges

Access recommendations

Access Modelling (Auto. Role Mining)

Access Insights

Risk detection (Outliers)

Peer groups
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Activity insights

Access Modeling
Build and maintain roles that provide the greatest degree

of productivity with the least amount of privilege

View activity insights on the source level in 
the role discovery screen to inform your 

decisions

Role discovery
Leverage ML to discover new, common 

access and specialized roles minimizing 
administrative involvement

Access Modeling

©2024 SailPoint Technologies Holdings, Inc.. All rights reserved.
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Application onboarding, data clean up & initial risk remediation

Define
Roles

Access modelling approaches to match organizational needs

Top downTop down

Context
Sensitive
Context

Sensitive

Bottom upBottom up

Discovered 
automatically

Discovered 
automatically
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Access Modeling
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Application onboarding, data clean up & initial risk remediation

Define
Roles

Access modelling approaches to match organizational needs

Bottom upBottom up

Discovered 
automatically

Discovered 
automatically

Role Discovery

• Easy to use

• Unsupervised machine 
learning to discover and 
recommend roles

• Fast time to value
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Track and remediate anomalous
access across the entire organization

Identify Outliers

Identity outliers with risk score
Level of risk associated with access

not defined in the model

Identity outliers with risk score
Level of risk associated with access

not defined in the model

Workflows & event triggers
Robust workflow processes to automate

remediation of anomalous access

Workflows & event triggers
Robust workflow processes to automate

remediation of anomalous access

Contextual insights
Insights to help you understand the risk score

Contextual insights
Insights to help you understand the risk score

Continuous Refinement / Staying clean

Your journey with SailPoint
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Application onboarding, data clean up
& initial risk remediation

System 
Connectivity

Account 
Classification

Identify 
Outliers

Review 
Access

Embedded AI / ML Algorithms with Feedback

On-board more applications

Identity
Foundation Refine Roles

Automated 
provisioning

Identify 
Outliers

Review 
Access

Role Review

Access 
Request 

Recommen
dations

Visibility
and context
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Role Explosion
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Dynamic Access Roles

• Key Capabilities Dynamically assign access based on business 
context

• Includes Certification and Access Request API support

• Benefits
• Dramatically simplified Role models

• Reduces role model size & complexity by orders of magnitude

• What’s Next?
• Custom form support for Dynamic Access Role requests

• Dimension level approval and certification support
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Privileged Task Automation
• Key Capabilities Privileged Tasks powered by Atlas

• Integrated into Identity Security Cloud Workflows

• Tasks can be initiated ad-hoc by any identity throughout the 
organization 

• Privileged tasks can be assigned via joiner/mover/leaver or 
requested via Request Center

• Privileged Tasks can be governed via certification campaigns

• Benefits
• Delegation of privileged tasks while still enforcing least 

privilege

• Integration with existing credential vaults

• Out of the Box Templates including AD Group Management 
and Integration with Machine Identity Security

• What’s Next
• Additional Privileged Actions

• Workflow enhancements
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Thank you!


