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THE ART OF
CONTROL & DIRECTION

GOVERNANCE



Governance
Governance  refers to the system or process by which an organization or entity is controlled and 
operated. It's essentially about making decisions, setting direction, and ensuring accountability.
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l • Establishing 

rules, 
policies, 
and 
procedures 
to guide 
behavior.

D
ir
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n • Setting 

goals and 
objectives 
for the 
organization
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ty • Determining 
who is 
responsible 
for what 
and 
ensuring 
they are 
held to 
account.

E
th
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s • Ensuring 

decisions 
align with 
moral and 
ethical 
principles

R
is

k 
M

an
ag

e
m

e
n

t • Identifying 
and 
mitigating 
potential 
risks.



Maturity Levels
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Initial

• The processes for User Lifecycle 

Management are ad hoc.

• There are few policies or 

guidelines for IAM.

• There is no overall IAM 

architecture, products are chosen 

and implemented on an ad-hoc 

basis.

• Access governance is ad-hoc 

requiring manual extraction and 

analysis in response to auditing 

demands.

Repeatable

• There are basic processes for 

User Lifecycle Management.

• Basic processes for user account 

management are based on 

Microsoft Active Directory.

• There is the beginning of an IAM 

architecture, products are still 

chosen and implemented on an 

ad-hoc basis.

• Access governance is manual with 

a basic level of entitlement 

reporting, identification of issues, 

Segregation of Duties, 

recertification, but no automated  

remediation.

Defined
• There are defined core IGA 

processes covering joiners, 

movers, and leavers.

• There are adequate guidelines 

and policies for IAM within the 

overarching IT Security policies. 

• There is an IAM architecture that 

is mostly complete, most products 

are chosen and implemented 

based on this architecture.

• Access governance is based on a 

closed loop approach allowing the 

control and remediation of 

entitlements in target systems.

Managed
• There is a comprehensive set of 

IGA processes formally defined 

and implemented in an IGA tool.

• The vast majority of access 

entitlements are automatically 

assigned via policies.

• There is a complete IAM 

architecture, most IAM products 

are already integrated, and all new 

products must be chosen and 

implemented based on this 

architecture.

• Policy based automation is used 

to optimize the access review 

processes. Individual reviews 

needed only for manually 

assigned entitlements. 

SoD controls are managed for all 

types of systems.

Optimizing

• The formally defined 

comprehensive processes extend 

beyond IGA, covering Access 

Management and Privileged 

Access Management.

• There are excellent guidelines and 

policies for IAM within the 

overarching IT Security policies.

• There is a complete and 

comprehensive IAM architecture, 

all existing IAM products are 

integrated, and all new products 

must be chosen and implemented 

based on this architecture.

• There are regular reviews of 

access policies, as well as for 

privileged access in PAM. The 

frequency of manual review is 

based on risks and events such as 

changes. 

User behavior analytics is used for 

to identify risks.



Moving up the maturity ladder
Current State

• No real processes for User Lifecycle Management.

• Few policies or guidelines for IAM.

• Products chosen on ad-hoc basis.

• Access governance is ad-hoc, requiring manual extraction and 
analysis.

Future State

• Comprehensive set of IGA processes formally defined and 
implemented in an IGA tool.

• Vast majority of access entitlements are automatically assigned via 
policies.

• Complete IAM architecture, most IAM products are integrated. New 
products chosen and implemented based on this architecture.

• Policy based automation is used to optimize the access review 
processes. Individual reviews needed only for manually assigned 
entitlements. 

• SoD controls managed for all types of systems.
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ROADMAP
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GOVERNANCE

ACCESS REVIEW AND SoD 
MANAGEMENT

POLICIES

1ST LEVEL SUPPORT
(ORDERING)

1ST LEVEL SUPPORT
(RECERTIFICATION)

ROLE AND ENTITLEMENT 
CREATION

PROCESS TOPICS

IAM FULFILLTMENT

BUSINESS ONBOARDING

SPECIFICATION/CUSTOM

ARCHITECTURE AND 
GUIDELINES

DEVELOPMENT

MANAGEMENT EXT. 
DEVELOPMENT

QS AND TESTING

REQUIREMENTS 
SPECIFICATION

CUSTOMIZATION 
(NOT CODING)

OPERATION

PLATFORM OPERATION

SYSTEM OPERATION

DEVELOPMENT

PRIVILEGE 
MANAGEMENT

ENTITLEMENT 
MANAGEMENT

GUIDELINES FOR 
TARGET SYSTEMS

ACCESS POLICY 
MANAGEMENT

MANUAL 
FULFILLMENT

APPLICATION 
ONBOARDING



LEGEND
Functional Target Operating Model 

(TOM) categories 

IAM Target Operating Model (TOM)
Basic structure
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GOVERNANCE

PROCESS AND POLICY

OPERATIONAL 
PROVISIONING

SUPPORT AND MANUAL 
FULFILLMENT

DEVELOPMENT

PLATFORM OPERATION

SYSTEM OPERATION
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ACCESS REVIEW AND SoD 
MANAGEMENT

POLICIES

1ST LEVEL SUPPORT
(ORDERING)

1ST LEVEL SUPPORT
(RECERTIFICATION)

ROLE AND ENTITLEMENT 
CREATION

PROCESS TOPICS

IAM FULFILLTMENT

BUSINESS ONBOARDING

SPECIFICATION/CUSTOM

ARCHITECTURE AND 
GUIDELINES

DEVELOPMENT

MANAGEMENT EXT. 
DEVELOPMENT

QS AND TESTING

REQUIREMENTS 
SPECIFICATION

CUSTOMIZATION 
(NOT CODING)

OPERATION

PLATFORM OPERATION

SYSTEM OPERATION

DEVELOPMENT

PRIVILEGE 
MANAGEMENT

ENTITLEMENT 
MANAGEMENT

GUIDELINES FOR 
TARGET SYSTEMS

ACCESS POLICY 
MANAGEMENT

MANUAL 
FULFILLMENT

APPLICATION 
ONBOARDING



IAM Governance Structure
CxO boards

Provides executive direction and sponsorship of IAM, ensuring IAM is 
aligned with and enabling strategic business goals.  

IAM Council
Responsible for agreeing business requirements, defining the IAM 

objectives & roadmap in consultation with all business functions.  Drives 
IAM adoption..

IAM Risk Governance Board
Responsible for identifying new/emerging risks, prioritising and treating 

known risks to demonstrate a robust risk management approach

Programme
Ensure all IAM projects are co-

ordinated and delivering against 
objectives and KPIs

Assurance
Ensure IAM compliance to policy 

and standards, as well as 
operational efficiency

Design Authority
Translate strategic and business requirements into technical reality

Policy & Standards
Create, apply and review baseline IAM policies, standards and controls

Process & Procedure
Create, apply and review business process according to IAM roadmap

IAM Governance Boards

CEO/ CIO

CIO + Head of IAM

Programme Board: Chief Architect
Assurance: Compliance Manager

CxO Governance Boards

Risk Manager + Head of IAM

Chief Architect

CISO policy team

Business Process team

Design Authorities



TARGET OPERATING MODEL
DEFINE THE IAM BUSINESS, GOVERNANCE, FUNCTIONAL, DEVELOPMENT AND OPERATIONAL
REQUIREMENTS
• GOVERNANCE
• PROCESS AND POLICY
• OPERATIONAL PROVISIONING
• SUPPORT AND MANUAL FULFILLMENT
• DEVELOPMENT 
• PLATFORM OPERATION
• SYSTEM OPERATION

PEOPLE
DEFINING THE LEVEL AND CAPABILITY OF 

PEOPLE REQUIRED TO MEET THE OBJECTIVES 
(SIZE, SKILLS, MINDSET AND COMPENSATION)

PROCESSES
DEFINE THE BUSINESS AND FUNCTIONAL IAM PROCESSES 

TO SUPPORT THE BUSINESS OBJECTIVES

TECHNOLOGY
IDENTIFY WHAT IAM TECHNOLOGY IS NEEDED TO DELIVER  

PRODUCT/SERVICES TO CUSTOMERS, CITIZENS AND PARTNERS SECURELY, 
THROUGH CHOSEN CHANNELS AND OPTIMIZED PROCESSES

VISION AND STRATEGY
ANALYSE VISION AND STRATEGY OF THE ORGANISATION SO THAT THE IAM STRATEGY IS ALIGNED WITH THE BUSINESS 
GOALS
• CYBER SECURITY
• EFFICIENCY
• AGILITY
• B2C|B2B CENTRIC

IAM planning and execution
Size and sequence of IAM planning elements

GOVERNANCE AND REPORTING

ORGANIZATIONAL DESIGN

TARGET OPERATING MODEL

VISION 
AND 

STRATEGY

PEOPLE

PROCESSES

TECHNOLOGY

VISION AND STRATEGY
ANALYSE VISION AND STRATEGY OF THE ORGANISATION SO THAT THE IAM STRATEGY IS ALIGNED WITH THE 
BUSINESS GOALS
• CYBER SECURITY
• EFFICIENCY
• AGILITY

ORGANIZATIONAL DESIGN
DEFINE THE IAM ORGANIZATION THAT WILL DELIVER THE STRATEGY
• ORGANIZATIONAL STRUCTURES
• ROLE RESPONSIBILITIES, SKILLS AND CAPABILITIES
• ROLE PERFORMANCE MEASSURES, KPI

GOVERNANCE AND REPORTING
DEFINE IAM GOVERNANCE ARRANGEMENTS 
AND REPORTING REQUIREMENTS TO RUN THE 
ORGANIZATION IN AN EFFICIENT AND 
EFFECTIVE WAY



Typical IGA Implementation Roadmap
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Implementation IGA

Project start

ESTIMATED TIME

HR issues
Define 

Policies

Roles

Onboard App

Responsibility

ACTUAL TIME



BUSINESS

TECHNOLOGY

Planning is key to IAM success
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PLANNING, BUDGETTING AND 
STAKEHOLDER MANAGEMENT

TOOLS AND IMPLEMENTATION

REQUIREMENTS

PEOPLE, PROCESSES & POLICIES

PLANNING

VISION, STRATEGY 
AND ARCHITECTURE

STAKEHOLDER & 
EXPECTATION 
MANAGEMENT

BUDGETING

PROGRAM 
PLANNING

PROJECT PLANNING 
AND STAGING

PROJECT 
MANAGEMENT

ASSESSMENT          
FIT-GAP-ANALYSIS

VENDOR 
SELECTION, RFx

PoC, MVP, Pilot

TARGET OPERATING 
MODEL

PROVIDER & SYSTEM 
INTEGRATOR

ARCHITECTURE & 
IMPLEMENTATION 

GUIDELINES

ON TIME

COMPLETE AND 
DISTINCT

AT BUDGET

USER FRIENDLY

IN QUALITY

EXTENSIBLE

SUCCESS CRITERIA FOR IAM PROJECT

CURRENT 
INTERNAL 

REQUIREMENTS

REGULATORY 
REQUIREMENTS

FUTURE TRENDS

PEOPLE AND 
ORGANIZATION

COMPREHENSIVE 
POLICIES

WELL-DEFINED 
PROCESSES



Do IAM on purpose
VISION AND 
STRATEGY

TARGET 
OPERATING 

MODEL

ORGANIZATIONAL 
DESIGN

GOVERNANCE &
REPORTING

PROCESSES, 
PEOPLE, 

TECHNOLOGY

Analyze the vision and strategy of the organization so that the IAM strategy aligns with the 
business goals. 

• Cyber security
• Efficiency
• Agility
• B2C/B2B centric

Define the IAM business, governance, functional, development, and operational 
requirements.

• Governance
• Process and policy
• Operational Provisioning:
• Support and manual fulfillment
• Development
• Platform operation
• System operation

Define the IAM organization that will deliver the strategy.

• Organizational structures
• Role responsibilities, skills, and capabilities
• Role performance measures, KPIs

Define IAM governance arrangements and reporting requirements to run the 
organization in an efficient and effective way.

Define the business and functional IAM processes to support the business objectives.

Identify what IAM technology is needed to deliver products/services to customers, citizens, and 
partners securely, through chosen channels and optimized processes.

Define the level and capability of people required to meet the objectives (size, skills, mindset, 
and compensation).



IAM Project Organization

EXECUTIVE SPONSOR
FUNCTIONS OUTCOMES 

• SET ACCOUNTABILITY AND AUTHORITY • POLICY LEGITIMACY AND AWARENESS 

HIGH-LEVEL COUNCIL  
FUNCTIONS OUTCOMES 

• POLICY AND STRATEGY DEFINITION 
• PROGRAM OVERSIGHT
• CONCILIATION/ARBITRATION
• BUDGET ALLOCATION 

• POLICY, VISION AND STRATEGY
• ROADMAP
• BUDGETS
• PRIORITIES 

MID-LEVEL COUNCIL(S) 
FUNCTIONS OUTCOMES 

• PROJECT OVERSIGHT
• LOCAL POLICY DEFINITION
• REPORTING 

• PROJECT MANAGEMENT
• LOCAL POLICIES
• REPORTS

INFORMATION SECURITY OR IAM TEAM(S)
FUNCTIONS OUTCOMES 

• PROJECT OVERSIGHT
• OPERATIONS OVERSIGHT
• POLICY COMPLIANCE MONITORING
• REPORTING

• PROJECT DELIVERABLES
• COMPLIANCE CERTIFICATIONS/EXEMPTIONS
• REPORTS
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Where the work is

PROCESSES
• Operational, tactical, strategic
• Cyber security
• User experiences

PEOPLE
• Organization (B2E)
• Partners (B2B)
• Customers (B2C)

TECHNOLOGY
• Access control, “just in time”, transparency
• IoT|OT

MATURITY



Thank You
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