Shared Signals

TO MAKE ZERO TRUST WORK — WE NEED TO TALK WITH EACH OTHER
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Why is this important?

© 2023 SailPoint Technologies, Inc. All rights reserved.



Advanced Threat Protection ICS + OT - 3 - Endpoint P i WAF & Application Security s—
. THENT! Poi Application Security
R Slioanchbrosi e O S—— | R T G avrionpro §  @UTHENTICA AhnLab A Zavast T A G % AN oL, Scoumce CITRIX
2 cisco x* Bomence s @ BROADCOM Caj ) mase seramne _— “oacksery [N ~ ©evoaccom &
P ruawea  Jinvsoare  J0CSearty JUNIPES 7"3“ e UMcAfee  mimecast CYa=R PRAGES  endian vy O nerinn Wowsiont  COMODO € crusranx n.“né... CONTRASY CRAR ey ergon @

. aluiln 2 p : s g
Zpalosko  RECEC Ssssotwsn oncwAL SOPHOS MR VOTRO W< romescour 1 INALD Mdmenyen > CEQUENCE' I CheckPor cisco . depretnct e (Cer] imperva @ crsparker SENETSP Janapsis ORACLE 2 palosit Penta

-~ - e rece® B on FATINET 41 MYSOLATE : o e

NEXTNINE NOFOr - —— 3 cert Parones rimeters romon Oprotego ]
SDN DDoS Protection —_DNS Security— L 4 ocer MERIENED SO Odigicer 7 intego oant] kumcdw Uricses pel Cportshint I ‘ ego @ Qualn “Mradware
G s=eoae SHEPe

her Ammr Cowres 0l e lort i . REP sgERIcOM @‘ Forcepoint 87 Microson [ wosmwsec ) wre OPSWAT 4 paloaito RAPIDS) ."’ riverbed Seasws Safe-t

QRhete e % . z it
cIsco : Ll B ® o U panda et SOPHOS soarkcogwen s remriaemr T X
& O Cybewa, PoeTaT. aper : S tenable vezve FGRATINGT QCoSecume et @ HUMAN » amme gy wesnooT 201 s @ sqreen m\ sucyn ‘l‘ . HREA
: St oo — ] Trustwa @ « ; =
FOATINET () Geriars DO TranslentB| | @ neustar NXSEND 250 g1- | —Network Analysis & forensis— Wl oSS imperva UHcAfee ()Menlo e Endpoint Deiection & Respome —— e Wluswne VERACODE &) =VIRSEC ,5m Puaratex 2
Drmrmans  POFMOX PVERSA Zentera ||l e ORACLE AWAKE @wcan §Bces il ko 20 DR R Ny S e el e Application Security Testing
Niba  WTBaSne ZERO. &5 zscoker . Tveat o v CRE (, corsight +'sme DU pEAMElErs proofpoint COMODO . I3 (@cveonct ACIANT Mmacunetix & beyond AN [ oo D o
Network Firewall R : > oCynet | L DEX et prmeow  Fldells ol bickai : e T NSl
S CATO Domerm it cumvistme endion ) = A Cxtiniiep rewis O ¢ randed n-u.m relleciiz @ s e s s S G FO?OO hac! o OMERE &
$oruave  rpaloakto @ wme  Geoniond WALL o b A sode NETSCOUT sePe o0 smoothwall IR "I e &) “ow {Jonepsis  [IPARASOFT PERFORCE WIPSWGE (@) Qualys
SASE @puoty (s rencn (1P i —_ 2 B RAPIDRD L, s b it X Synock
) @owater Torcepoint FTIRTINET oSS A w ACALYED B s . o 1co. Plixer SOPHOS = ’J!'f'."? % Trustwave U panda PROMISEC RSA secrod Wsewi < Osmelock Y onan ¥
PAONRD [ mwwme PR Wormsosky SS8 utimaco RA VERINT P SOPHOS @ramwm <TEHTRO>  ymaare  w” 2iftéh SYNoPsys tenable " Trustwave VERACODE et

FORATINET

NAC
oruvbo BAUCONET

3 axomius

Traditional MSSP SS Encryplion oL Data Privacy Data Centric Security s appdome FBETTER  "BpisckBeny
sccesiwe  Dowr AtOS commn @ Q A = AtsS i . anuna  boffle *.;_‘-. @ Lo Dcootea te Wy [y DD @ e 2 ¢ Datex  datiphy

e Contmy Gommmre K8 S WFOR « . - go , { * @yphre Ao eshwe ENVEIL Fortanix () - Jooome PiNothApp O e druva” G 6gress o=+ 10nIC
{ vt @NIT enugie SeTiv ! escwrioe eDpel o N - Kivy mVes A R T e area— v s UrcAfes wins PN oy Osrnm JT1US | |15 weneie 320 PoSTrR TR—

TEM
QB Secrencts o> Srane vertzory’ =] | ¥ 8, s e ? Uy L ) THALES Bm Own 2 R 2 ] i Orutint Ot 0705 ] | e cor smcn Semwon Suanere

Risk Assessment & Visibility e — Risk Quantific alum — SIEM 4 |© anomac Blueliv. —_—mm 10T Devices e AGARI Arrean

- 4-_,3_(‘“Elc-h Geovien coaising oo P2, ¥ [ I °f" Y [ g ——— Bbmc 0y Biras  Bostille wemaseny QCENTR DUie  MBX p; -
N b x ety patat thal M. on th KAtrACTOR LV y - - o . 2
Foeve - 0 wrmcar KENNA 1ocAmR @9 s F‘CO = DEVO exabeam FEIRTINET O i cisco sl =l Qe il S " @eveoner
rewest nostic Q..M« ©owvont onasesr Provaont. @) § REDSEAL hpcan | | Gevornes 1t et shagown_ Goomamroos O Eclectich Q0 sonsr (ISCUME Biioom O o §iisio TWRE  Otigpe Popoee Forcepolt  FTIATINGT.

3
I’) HanSagt A Huntsmal f : ntries FARSICHT - -
npcumles @) swtpce G oovon Otenable @ UpGuss vernidider O 790 1enodonm #t A -] = o 3 logentries sy souchd 0 Honsg "

Joosecune P CrestHom
< reLan? . ) Bl G nt CYMIGTIVE WO, ocenc
~Pen Testing & Breach Simulation GRC Security Awareness & Training — U LOGPOINT  #logRhythm  jlogzde UMcAfee [MIMICRO M wan,  ON KELA}Y s ‘“"""Y Qoo QA x v BOY @ SR T Morwries
ATTACHTD: gawd G Cobat] |9, toptem @ ctonas [Pompee | | il @ SE== Crberiioty & : : . poowros’  of foretelix  @Nox  wen () Sammee UticAfes PSS
K : X G HooK | o D S——, Netsrion. Eurioce QPalantic RAPIDR RS/ sl e ) I*™nG olonomo  © sarerine  TriLLIGM, Upstream mimecast
Gorm ) #ime ; Jrnzes e -
G, n Picus @ | [Metrix Onspring aesoven P e PO (s 8 sinwras™  Splunk>  sumologic TIBCH Wiuswave A i . s proofpoint .
: - o : suos  +F SKURIO ot S CUJOAI s — &P o SOPHOS Mrme  Wiustwave
RAPION Blafebreacs ([ Ao | [RSA @swacae O tulin - - " : o b
Security Incident Resp b5 05 K TvenConnect A% oo 7 ik RUBICA SAM [FodeSecure  VALINVZAIL vorko
i, atar » ayehu N >+ O TRUSTAR WEBROOT orios A WEBROOT // wiekr zercspam ZiX

ication Qv 2 DARKUGHT DEMISTO Dorsss Mo
omnille e, sl ol S A il Qrirzeve BK1vy UMcAfee g8 iicoon TS i SRR o — mvacy - pra g YN -
CoRE pye EXOSTAR {rogemock OFUDD Googe MR @DEE % ‘

[ E T p—

“paloakto  (Queryal [MEACAR pAPIDR) 3 : @ ranaass . L e i <A W 0Actve BKivu kPG KROLL S50 *igidos Beapont  nccgrous®
SECT”  servicenow @eenr  SPIUNK = Ozmcrox M NEC © A0 OWrT Goriv Gome B R o T8 s e o, @ SYONIA s )

flimprivata INTRINSIC 1D JUMIOT @ Lexishexis noic()k & pit

P sasoass Q P swi@ Detcirenuan  SLVERTAT tascent .
transmit RN @ TRUSONA UnboundiD @uwirvio UNKEN  @ygey T @rege Howseane [l Knescee VERINT  witfoO

Il)a.nﬂ
I. ATIER & Cornrify IBM tantes ) welcome B2 Micr 'l

Security Analyics e O A SR Wadge @ mocaren 25K regtien Ceoreol b oaTAvisoR C= Qunrswes emalloge’ athocg GT=iemt feedzai FICO

okta  oneogn  ORACLE RSA  THALES AWAKE @urosocon Acreans7 ' ouscrnact "DUEX | [l ouordtime s @ 0ct itorstotar NulD [l fisery, FORTER crome s @woman # veiyns IonTrust (@Kount @ LS guopecsnn | @ mumeos NICE 30
Privileged Management © ) emeos % exabeam  (8)Fluency FiSATINET Qremme  swlimms  ZAMNG. TSEER . nssified &) secumeoroncs ISift WIONEYD Rty §secwe T ! UNIKEN @ teaivoioey
B Beyond T G Contrify CYBERARK ©FUDD  HITACHI 1237 Mansgeingme’ , 5 ) .

I lg[J,r':"Jt =il g Oremesisnt  Gyecimn thycatc, ¥ XTON £ HanSgnt €73 haystax IMVISION G0 yroatet

ldenhlv Governance ¥LogRhythm CIRERe serveit 4 paloalto Infrastructure

- )
I 3B AXIOMATICS D Yy hedsystems @SailPoint §sAvivier &) simeio ] = Reservoirabs  Aviowm|  RSA m— L""“":ffw_ s BEE soistons Qeatioms Geavirin @ @ rnouran 2Ll @cne ATk nax Ebitglass @mosocon '¢l5es’ EORONET & Lookout

C Identity i A  Joorvixs @ c Fidel = ¢ Microsoft W netskope
|D_ng" o O T— B 3] sumo logic EJeramiND eyt 3, m@o-.. (R G “J?Lu @ rommner  jDOSS 1D 'M-’au-i U NcAfee B \icroswft & netskope ORACLE

som@ Tl SRake % T OTHETARAY VECTRA Veriato vmware [RAPIDD By metren SOOS T Cans) G Locowork 4 PAIOAED G500l G BYINNS [ amour ] VIWANE €zscakr proofpoint.  _ < [ skeomuaron G2




You can
cobble stuff

together
(but its not
that easy)




Let’'s talk about standards

Shared
Signals

Verifiable
Credentials

FIDO2 /
Passkeys

SCIM
Reloaded

Emerging



Shared Signals I OpenID

What is it? Why is it useful? How common is it?
Pub/Sub method for Enables the sharing of Still emerging, but major
sharing real-time events security events, state vendors are working on
about identities and their changes, and other interop support of the
context signals between security standard

systems and allows them
to take protective action.

https://openid.net/wg/sharedsignals/



https://openid.net/wg/sharedsignals/

Shared Signals Framework I OpenlD

Goal:

Enable the sharing of security events,
state changes, and other signals
between related and/or dependent
systems in order to:

Manage access to resources
and enforce access control
restrictions

Prevent malicious actors from
o leveraging compromises

o}

Enable coordination to detect

o Xe Andrespond toincidents
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The zero-trust security problem

+ Users simultaneously logged in to hundreds of services

-+ Independent sources of truth for various information:
- Device compliance and security
« User credentials and authentication
« User authorization
« Compromised Credentials
- Behavioral analytics



Interesting events:
Modification in
user repository

Access request gra Nt

N
=3

User attribute change

User credential
compromise

User device update

> L1 77

Fraud detected

Reactions:

Session
revocation

Forced
reauthentication

Forced
password reset

Reissue
credentials

Modification
of profile
data
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Subjects in SSF Events

- 001011
Y %> 110010
010101
Subject Stream Event
1w O =Q

Transmitter Receiver



Risk Incident Sharing and

SCIM Events Continuous {-\ccess Evaluation Coordination (RISC)
(IETF) Profile (CAEP)
. Account security events
Session management events credential change required
session revoked credentials compromised
SCIM Events token claims changed account paused
(CRUD) assurance level changed account enabled

N\ \ N\

Shared Signals Framework (SSF)

asynchronous publish and subscribe framework
streams of Security Event Tokens (SETs) - a profile of JWTs
subject identification - coarse or fine-grained
stream management

push or poll delivery with acknowledgement

13



Transmitter Receiver

Stream controls

Receiver creates a stream

e Event types are negotiated O} S Transmitter sends events (push)
during stream creation | corm oo )
e Push and pO” delivery Receiver polls for events
methods ©
L. . Transmitter updates stream (pause /
e Verification events to restart) o
check liveness of the Receiver pauses or restarts stream
stream e

Receiver requests verification event

Transmitter sends verification event



Subjects in SSF Events

Simple subjects: email, phone number, unique identifier, etc.

Complex subjects: {

"user" : {
"format": "email",
"email"”: "bar@example.com"

}s

"tenant" : {
"format": "iss sub",
"iss" : "http://example.com/i
"sub"™ : "1234"

}




More on event subjects

Specific subjects may be added to or removed from streams
Authorization may be user-specific
Subjects may be implicitly included in streams

A subject value always relates to one principal, but it may be coarse-grained
or fine-grained

specific session of a
specific user on a
specific device

- cloud service
tenant




Example: Receiving Events

cisco

HELISSFT

CAEP
Transmitter

.:,\ll/

5,.& okta

\

sgnl '||||'

CAEP
“Session
Revoked”

Event

A\ SqilPoint

Identity Security Cloud

Known ID

Unknown ID

Al Driven
Results

High Risk
Medium Risk

Low Risk

Email Security Team
Disable Account

Automated
Response

Manager
Response

Identity LCS set to
Investigate/Disabled

Form Triggered Actions
Launch Investigation

Access Review

No Action
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Example: Transmitting Events

cisco

my & S
ISC Changes Identity d Revokes MFA (Forces Strong Authentication)
From Active to Inactive

Lifecycle State

Active Identity

HELIS&FT Reevaluates Security Clearance

A\ SqilPoint CAEP

Identity Security Cloud "SQSSion

® Revoked”
P Event

Inactive Identity

sgnl llllll Retransmits Session Revoked /
. Reevaluates Internal Policy

~3\",:_ . .
3, “:{. OKEQL Revokeslive sessions
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A\ SqilPoint
Thank Youl!

- https://openid.net/wg/sharedsignals/ Email:
- https://sharedsignals.guide/ rasmus.lund@sadilpoint.com
- https://qgithub.com/openid/sharedsignals LinkediIn:

https://linkedin.com/in/rscheweniuslund
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