
Decentralised digital 
IDs 
as a solution to 
the challenges of the 
current state of the 
internet



Introduction 



Identity
at the core 
of a 
modern
society



Protectoria vision and proposed ID 
services 
is to secure transactions and protect privacy  by offering, developing and operating a 

world class Decentralised Digital Identity Infrastructure as a Service to public 
entities, private firms and citizens globally allowing digital identification, 
authentication and signing services including a portable digital wallet.   



GERMANY - 
Berlin

EU digital Regulation
Research & 

Development
Innovation & 

Market intelligence

PHILIPPINES/
INDONESIA

Sales & 
Marketing

SCANDINAVIA - 
Oslo

Head Office
Sales and Finance, 

Business 
Development 

Nordic Digital Experience 
/ Entrepreneurship
Oslo 
entrepreneurship            
with extensive experience 
in Cybersecurity, 
encryption, IT and security 
operations, finance                
and venture, business 
development, project 
management. 

Insight in EU -  
Germany / Berlin 
Innovation, market and 
EU insight, design 
competence, digital 
infrastructure and 
payments, blockchain, 
SSI, market intelligence 

Sales to Asean - 
Philippines and Indonesia, 
Bangladesh next 
We are well positioned with 
contracts , partners/subsidiaries, 
sales and marketing. 

Offering best Nordic and European Digital Identity Technology and 
Services to the ASEAN Region – here is explosive growth potential
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https://protectoria.com/


1. Challenges to the current state 
of the internett



The current internet is a modern version of the 
Wild West

AND SECURITY SOLUTIONS FOR DIGITAL TRANSACTION ARE NOT SAFE ENOUGH

Malware

Phishing

Hacking of 
centralised database

Man-in-the-browser

Rooting / Jailbraking

Money laundering

Reverse engineering 
of application

Trojan horses



Indeed – it´s the wild west



Digital 
inequality /

Power 
concentration

Lack of 
privacy 

protection and 
user control

Unsecure 
identity and 

digital 
communication

Inefficiency 
and lack of 

interoperability

The challenges of the SSO based Internet 
without Identity Layer 



The flaws of the current Web2.0 infrastructure

See: Protectoria Venture - Whitepaper, August 2023  https://protectoria.com/2023/09/05/protectoria-
whitepaper-protectoria-is-proposing-a-digital-identity-revolution-alined-with-the-visions-of-web3-0/
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Without an identity layer Web2.0 internet is flawed* 
(You can be a dog on the internet”)

o Data protection laws are insufficient or flawed, leading 
to misuse of personal data undermining trust. 

o Weak privacy protection limits digital interaction 
between citizens and government and any legal 
validity of digital applications and transactions. 

o Digital inequality as large part of population lacks 
control of their digital ID and credentials, with renewed 
risks from big data and artificial intelligence. 

o Government alone define what identity is as it limits 
ability to claim attributes and ensure an extended digital 
identity. 

o Lack of interoperability or limited use of credentials 
leads to multiple IDs, inefficient ecosystems and manual 
exercises.



Rising disruptive systemic risks from cybercrime with 
weak digital ID infrastructure 

“Disruptive cyber technologies could also impact critical 
infrastructure, fracture social cohesion within and across 
states, and undermine trust in governments"
Source: Singapore Ministry of Defense

https://www.csoonline.com/article/648894/identity-based-security-threats-are-growing-
rapidly-report.html

“ The most dangerous cybersecurity threat of the moment is an attacker with access to legitimate identity information for a given system.          

Weak Identity and Access Management is key factor of all the existential threats incurred by 
the retreat by Cyber Insurance industry.” 

“What will become uninsurable is going to be cyber attacks 
rather than natural catastrophes,.. if hackers take control of 
vital parts of our infrastructure …. such as recent attacks that 
have disrupted hospitals, shut down pipelines and targeted 
government departments” 
Source: FT interview December 2020, Mario Greco. CEO pof Zürich 
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The global digital economy now is facing rising, high and possibly uninsurable systemic risks from cybercrime taking many forms 
like identity fraud, data theft, ransomware attacks, copyright infringement, and phishing campaigns are just some examples. 



Lack of digital and financial inclusion



World Bank – Identity for 
Development (ID4D) -
Digital IDs to fight Poverty

THE WORLD BANK GROUP’S ID4D 
INITIATIVE 

“INEQUALITY AND POVERTY ARE 
CORRELATED WITH A LACK OF 
OFFICIAL (3RD PARTY VERIFIED) 
IDENTITY OF CITIZENS”

http://documents.worldbank.org/curated/en/213581486378184357/pdf/Principles-on-
identification-for-sustainable-development-toward-the-digital-age.pdf



A secure digital ID infrastructure is a prerequisite for 
a good Artificial Intelligence to predominate

https://oneid.uk/news-and-events/how-digital-identity-can-protect-
against-misuse-of-ai



“ ”
” We argue in our whitepaper that based on the lessons learned so far, a 

structural re-design of the internet is highly needed.

Our universal and decentralized approach of deploying a secure and 

interoperable digital identity service will be the fastest way to achieve efficient 

protection against the reported 80% majority of launching all cyber attacks.” 

Source: Trond Lemberg, CEO of Protectoria Venture, Whitepaper August 2023
https://protectoria.com/2023/09/05/protectoria-whitepaper-protectoria-is-proposing-a-digital-identity-revolution-alined-with-the-visions-of-web3-0/

A new secure decentralised digital ID 
infrastructure eliminates most of cybercrime risks



2. Why decentralised digital infrastructure ?



W3C driving force for a likely transformation of the 
structure of the internet – Web3.0 or probably Web5.0

•
•
•
•

Source: https://everis.passle.net/post/102ex5l/self-sovereign-identity-the-third-leg-of-the-internet-of-the-future

Sharing 
information

Transferring 
value 

User controlled 
global ID

EVOLUTION OF THE INTERNET

1

2
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The solution: An interoperable, secure, scalable and 
decentralized Digital ID infrastructure service creating trust

The past - Centralized approach 

Central database with 
all citizen data

Role of central government – 
Own and control all data and operate the full 

infrastructure

Data is owned by users and 
verified by verifying parties

The future - Self- Sovereign/ Decentralized approach 

Role of central government – 
Define the governance rules for the ecosystem

Decentralised data 
and encryption keys: 

• Protect Privacy
• Interoperability
• User Friendly 
• Secure 
• Efficient 
• Citizen centric

and TRUSTED 



MyID App 

DATABASE
without revenues

The Core Digital Identity issued by Government/ Firm / Civil society

With a clear strategy to monetise the technology – 
we are a service company. 
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Citizen collects proofs of his capabilities 
and rights (verifiable credentials)  

DIGITAL ID INFRASTRUCTURE
Onboard, secure and make 
interoperable and decentralised in My 
IDentity system

DIGITAL ID WALLET
ID holder controls own 
data ( ID, attributes) 

PORTABLE SECURE ID 
Citizen can prove his 
extended ID and attributes 
everywhere

DESIGNED THE ECOSYSTEM 
with client extracting maximum 
benefits of a secure digital 
infrastructure leading to many 
transactions and efficiency allowing 

MONETISATION 



The EU Digital Wallet demonstrates the potential 
of Digital Identity



The most innovative regions and countries of the world are 
selecting decentralized digital identity infrastructures

The Self-Sovereign Identity (SSI –open W3C standards of decentralized identities) is widely 
adopted internationally. 
«SSI is the only architecture that has an efficient resolution of seamlessly orchestrating borderless 
Many2Many digital relationships in secure and interoperable ways, respecting privacy and 
actually democracy».
Trond Lemberg, CEO and Chairman of Protectoria Venture - Norway



True Protection of IDs and Endpoints
Reduces risks for IDs theft, stolen password and fake 
credential.

Decentralisation of Data and access keys
There is no central depository of valuable data. Data are 
spread out. The cost to gather them is insurmountable .

Elimination of manual processes

With no passwords or user-names to be share, as 
access key are integrated in the wallet, risks are low. 

Combination with modern encryption
With direct link and continuous verification, double keys 
and secure DIDs, zero trusts risks diseapper.

Our decentralised ID offer eliminates the 
cybercrime risks

INVESTMENT IN OUR IDAAS WOULD BE SELF-FINANCING REDUCING 
LENDING COSTS / INSURANCE WITH REDUCED OPERATIONAL RISKS



The Rise of the Portable Secure ID wallet 

Universal Wallets are the first step towards unleashing the potential of Digital Identity
World Economic Forum, https://www.weforum.org/agenda/2024/02/how-businesses-could-use-universal-wallets-to-unleash-potential-of-digital-identity/

Gartner predicts that at least a third of national governments and half 
of U.S. states will offer citizens mobile-based identity wallets by 2024. But 
only a minority will be interoperable across sectors and jurisdictions.
https://www.gartner.com/en/newsroom/press-releases/2022-02-21-govt-tech-trends-2022-press-release 

The decentralised digital iDentity model is a seismic shift in the digital landscape. It will 
forever change how organisations across the globe do business
https://www.microsoft.com/en-us/security/business/solutions/decentralized-identity

It is also interesting to see that Identity Wallets are moving through the hype cycle at a 
very high pace, despite the confusion around the term “identity wallets”, including 
proprietary solutions as well as upcoming open standards-based wallets.
Wil Jansen Cofounder of Inverid: https://www.inverid.com/blog/inverid-in-gartner-hype-cycle-on-digital-identity



01
Enormous cost of cybercrime and Widespread 
and rising push to protect privacy
Exploding cybercrimes, ID thefts and manipulations, data breaches, stolen email and passwords, 

phishing attacks on mobile devices means  that centralised digital IDs are not trusted anymore 

02
Emerging political consciousness and will to act
Following the World Bank, World Economic forum and UN drive for self sovereign IDs, the EU, South 

Korea and Switzerland decides for such IDs. Urge for public entities to propose trusted digital 

interaction, and similar movements in other countries, also to protect freedom, privacy.  ASEAN 

countries eager to adopt the best European Technologies. 

03
Maturity of technology and standards pushing Web 3.0
Blockchain technology development  combined with the decentralised ID technology standards 

being defined and mature allows for actual deployment of decentralized digital ID services, in line 

with the reform of the internet towards Web 3.0.

04
Drive for interoperability and to act with devices
The reliability and versatility of mobile devices transform them into a legal decision tools, with exploding number 

of transactions,  compounded for a need for trusted IDs with vaccine certificates and truly secured digital health 

services 

Why a paradigm shift to decentralised digital IDs NOW ? 



The Gartner group is 
excited about Digital 
Identity – but 
underestimate the 
potential



We can offer what Big businesses is talking about- 
Decentralization and Self-Sovereign Identity (SSI)  
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We do expect a digital Identity 
Revolution next decades


