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Top End to End Security Challenges

* Incomplete or network-centric architectures
aren't agile & can't keep up with continuous
change (security threats, technology platform,
and business requirements)

* Challenges with

* Creating integrated end to end architecture

* Integrating security technologies

* Planning and prioritizing security
modernization initiatives

MCRA is a subset of the full Security
Architecture Design Session (ADS)
module 1 workshop:

Q B¥ Microsoft Security - Architecture Design Session e
Module 1- Zero Trust Architecture iknase S0

A. CHANGING CONTEXT - What got you here won't get you there
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Microsoft Security
Adoption Framework

Agenda

« Overview of Security Adoption Framework and
End to End Cybersecurity Architecture

* End to End Security: Consider the whole problem
* Ruthlessly Prioritize: Identify top gaps + quick wins

* Get started: Start somewhere & continuously improve
« Antipatterns and best practices

« Diagrams and references
Applying Zero Trust principles
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Security Adoption Framework

Align security to business scenarios using initiatives that progressively get closer to full ‘Zero Trust’

Y./ 1. Strategic Framework 2. Strategic initiatives
End to End Strateqgy, Architecture, Clearly defined architecture and
Business Scenarios and Operating Model implementation plans
Guiding North Star
- ~» Security Hygiene: Backup and Patching

1 - 1 want people to do their job
securely from anywhere

2 - | want to minimize business
damage from security incidents

3 - I want to identify and protect
critical business assets

4 - | want to proactively meet
regulatory requirements

5 - I want to have confidence in my
security posture and programs

O C

»* Secure Identities and Access

~* Modern Security Operations

~¥ Infrastructure and Development

~» Data Security & Governance, Risk, Compliance (GRC)

~» OT and loT Security



Security Adoption Framework

Reduce risk by rapidly modernizing security capabilities and practices

CEO

Business Leadership

& CIO | a CISO

Technical Leadership
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Architects & Technical Managers
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Implementation

Securing Digital
Transformation

Business and
Security
Integration

Security Strategy,
Programs, and
Epics

Architecture and
Policy

Technical Planning

Implementation
and Operation
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Engaging Business
Leaders on Security

=" Microsoft

Security Strategy and Program
CISO Workshop

Zero Trust Architecture

Microsoft Cybersecurity Reference Architectures (MCRA)

Infrastructure & = Data Security loT and OT

Secure Modern
Identities and = Security Development & Governance = Security
Access Operations Security

(SecOps/SOC)
..0 ... ... > [ X N J ..0

Assess current plans, configurations, and operations for Microsoft security capabilities

Workshops available in the Microsoft Unified catalog

All are holistic for the 'hybrid of everything' technical estate (on-premises, multi-cloud, loT, OT, etc.)



Common Security Antipatterns - Technical Architecture

Common mistakes that impede security effectiveness and increase organizational risk
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Skipping basic maintenance

Skipping backups, disaster recovery exercises,
and software updates/patching on assets

Securing cloud like on premises

Attempting to force on-prem controls and
practices directly onto cloud resources

Wasting resources on legacy

Legacy system maintenance and costs draining
ability to effectively secure business assets

Artisan Security

Focused on custom manual solutions instead of
automation and off the shelf tooling

Disconnected security approach

Independent security teams, strategies, tech,
and processes for network, identity, devices, etc.

Lack of commitment to lifecycle

Treating security controls and processes as
points in time instead of an ongoing lifecycle

Best Practices

Develop and implement an end to end technical security
strategy focused on durable capabilities and Zero Trust
Principles

This workshop helps you define and rapidly improve on best
practices across security including:

Asset-centric security aligned to business priorities &
technical estate (beyond network perimeter)

Consistent principle-driven approach throughout security
lifecycle

Pragmatic prioritization based on attacker motivations,
behavior, and return on investment

Balance investments between innovation and rigorous
application of security maintenance/hygiene

‘Configure before customize’ approach that embraces
automation, innovation, and continuous improvement

Security is a team sport across security, technology, and
business teams



Improving Resiliency

Enable business mission while continuously increasing security assurances

‘Left of B

ang’

Prevent or lessen impact of attacks

—

‘Right of Bang’

Rapidly and effectively manage attacks

—

>

IDENTIFY

The job will never be ‘done’ or ‘perfect’, but it's
important to keep doing (like cleaning a house)

GOVERN

PROTECT

DETECT

RESPOND RECOVER

<

NIST Cybersecurity Framework v2



https://www.nist.gov/cyberframework

End to End Security

Enable business mission and increasing security assurances with intentional approach

Security Strategy and Program

‘ Zero Trust Architecture

Security Posture Management Modern Security Operations (SecOps/SOC)

Secure Identities and Access

Infrastructure & Development Security

loT and OT Security

Data Security & Governance

‘Left of Bang’

Prevent or lessen impact of attacks

‘Right of Bang’

Rapidly and effectively manage attacks

— —
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IDENTIFY PROTECT DETECT RESPOND RECOVER
GOVERN <




Attackers choose the path of least cost/resistance
Antipattern: Believing attackers will follow the planned path
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Defenders must focus on

A. Strong security controls + effective placement
B. Rapid response to attacks

C. Continuously testing & monitoring controls
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Attacker Perspective: shaped by experience & ‘fog of war’
Attackers use what they see, know, and can guess

Looks like they have
NGFW, IDS/IPS, and DLP

| bet their admins
1. Check email from
admin workstations
2. Click on links for
higher paying jobs

Found passwords.xls w

°0

Now, let’s see if admins save
service account passwords
in a spreadsheet...

Phishing email to admin
Ved B T
e e s i




Strategically position security investments
Raise cost and friction on attacker’s easiest and highest impact paths

Sensitive Data Protection & Monitoring

Discover business critical assets with business, technology, and
security teams

Increase security protections and monitoring processes
Encrypt data with Azure Information Protection
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Replace password.xls ‘process’ with
* PIM/PAM

* Workload identities
R S s
Modernize Security Operations Ricorous Security Hvaiene Protect Privileged Accounts
* Add XDR for identity, endpoint (EDR), . % d Patchi y 9 2= Require separate accounts for Admins
cloud apps, and other paths . S:Z[lre gofv ﬁ'.ngm tion and enforce MFA/passwordless
* Train SecOps analysts on endpoints and .S 0 g tional Practi Privileged Access Workstations (PAWs)
{dentity authentication flows ecure Cperationat Fractices —

+ enforce with Conditional Access



Security is complex and challenging

Attacks can shut all business operations down, creating board level risk

Hybrid of Everything, Everywhere, All at Once

Must secure across everything S
» - H 1 U
» Brand New - IoT, DevOps, and Cloud services, devices and products Usually fOEr fsear P Data swamp’ accumulates

» Current/Aging - 5-25 year old enterprise IT servers, products, etc. something (& getting blamed)
> Legacy/Ancient - 30+ year old Operational Technology (OT) systems

Attackers have a lot of options

> Forcing security into a holistic
complex approach

Infrastructure

> Regulatory Sprawl - 200+ daily updates from 750 regulatory bodies

» Threats — Continuously changing threat landscape 000
> Security Tools — dozens or hundreds of tools at customers



With 30+ years of backlog at most organizations, it will

G Oa I : Ze ro Assu m ed Tru St take a while to burn down the backlog of assumed trust

Reduce risk by finding and removing implicit assumptions of trust

False Assumptions Zero Trust Mitigation
of implicit or explicit trust Systematically Build & Measure Trust

Business Enablement

Security is the opposite of productivit
y PP P y Align security to the organization’s mission, priorities, risks, and processes

Assume Compromise

All attacks can be prevented : : :
P Continuously reduce blast radius and attack surface through prevention and detection/response/recovery

Shift to Asset-Centric Security Strategy

Network ri rimeter will keep attackers out iy ) o :
S S (o sz P Revisit how to do access control, security operations, infrastructure and development security, and more

Explicitly Validate Account Security

Passwords are strong enough Require MFA and analyze all user sessions with behavior analytics, threat intelligence, and more

Plan and Execute Privileged Access Strategy

IT Admins are safe Establish security of accounts, workstations, and other privileged entities (aka.ms/spa)

Validate Infrastructure Integrity

IT Infrastructure is safe Explicitly validate trust of operating systems, applications, services accounts, and more

Integrate security into development process

Developers always write secure code Security education, issue detection and mitigation, response, and more

Supply chain security

The software and components we use are secure Validate the integrity of software and hardware components from open source. vendors, and others


https://aka.ms/spa

Zero Trust Security Architecture

End to End Prioritized Execution + Continuous Improvement
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Security is complex
and challenging

1. Look End to End: Consider the whole security problem

Security is complex and challenging Improving Resili jency
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Resilience required
across the lifecycle

Prioritize backlog of
trust assumptions

2. Ruthlessly Prioritize: /dentify top gaps + quick wins

Tahe Asvempt)

e

Disrupt attacker return
on investment (ROI)

o

Microsoft Security
Adoption Framework

Leverage reference plans
and architectures




End to End Security Architecture

Diagrams & References

Threat Environment
Ransomware/Extortion, Data Theft, and more

It's bad out there! 1
For sale in “bad neighborhoods” on the internet oy iy |

Aetacher bor b (per jo)

e~ | Attack Chain
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Development / DevSecOps

Enabling Security & Business Goals

DevSecOps - Agile security for workloads

Idea Incubation First Product; > Production DevSecOps
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[ Contimuous Improvement of DevsecOps Lifecyde
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Infrastructure
Multi-cloud, cross-platform, native controls

.
Infrastructure Security Capabilities |

Patch

People

Roles and Risk Management

Managing organizational risk ”«‘——W""'_ "
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Artificial Intelligence 2
(Al) and Security

Zero Trust

B i ft
Security Modernization with Zero Trust Principles o

Biniases Enaklamare Security Strategy and Program
/7' Ao ey Lo e sz
hon, prios fisks, and processes.

Assume lu«h (Auume Compfomlu)
Assumi

s sadss fully attack anything (dentity, netwark, device,
app, infrastructuy ) phnx =
My Explicitly
P ontrol by y 9 inast and security
dacisions use all relevant available infoemation and telemnetry.
Use least-privilege access
Limi: access of 3 posentially compromisad asse, ty it ju @ and
encugh-access (T/EA) and risk-based palces ke adagtive access cantrol.
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Multi-Cloud & =
Cross-Platform

© Whats in Microsof 365 £5

........

Microsoft 365 E5 =

aka.ms/MCRA | aka.ms/MCRA-videos | December 2023

BT Microsoft

Cybersecurity Reference Architectures

Zero Trust Adaptive Access
Security Service Edge (SSE)

- Access Management Capabllmes R T e
e Adaptive Access applying Zero Tr pore——— et vt
g
T aowelocf fMeiry

Journey
/s

Priprivi[eged Accesst 2. et i,

Security Operations
(SecOps/SOC)

Securlty Operatlons Capabllltles

ediason of realized risk

Operational Technology (OT)

Industrial Control Systems

Operational Technology (OT) Security Reference Architecture
Apply 2010 trust principhes 10 securing OT and industrial 16T emvircnmaents

——— —



https://aka.ms/mcra
https://aka.ms/MCRA-videos

B Microsoft
Security Modernization with Zero Trust Principles ;

Business Enablement Security Strategy and Program

Q Align security to the organization’s
mission, priorities, risks, and processes

Assume attackers can and will successfully attack anything (identity, network, device,
app, infrastructure, etc.) and plan accordingly

Verify Explicitly
Protect assets against attacker control by explicitly validating that all trust and security

decisions use all relevant available information and telemetry.

Use least-privilege access
Limit access of a potentially compromised asset, typically with just-in-time and just-

enough-access (JIT/JEA) and risk-based polices like adaptive access control.

* Assume Breach (Assume Compromise)

Zero Trust Architecture

B = 8 *® =

il

Secure Identities Infrastructure & loT and OT Modern Security Data Security &
and Access Development Security Security Operations (SecOps/SOC) Governance



Zero Trust Principles

Business Enablement

Align security to the organization’s mission, priorities, risks, and processes

Assume Breach (Assume Compromise)
Assume attackers can and will successfully attack anything (identity, network, device, app, infrastructure, etc.) and plan accordingly

‘ > Transforms from “defend-the-network—to “enable secure productivity on any network”

Verify explicitly

Protect assets against attacker control by
explicitly validating that all trust and security
decisions use all relevant available information
and telemetry.

- Reduces “attack surface” of each asset

‘ Use least privilege access

Limit access of a potentially compromised
asset, typically with just-in-time and just-
enough-access (JIT/JEA) and risk-based polices
like adaptive access control.

- Reduce “blast radius” of compromises



Apply Zero Trust principles

All elements informed by threat and business intelligence,
assisted by security engineering/automation

Key changes across security disciplines

Security Disciplines

Business Enablement

Least Privileged
Reduce blast radius both
proactive and reactively

Verify Explicitly
Reduce attack surface
and exposure to risk

Assume Compromise
General strategy shift from
‘assume safe network’

Access Control

— [
| Just-in-time & Just-enough-access (JIT/JEA) I_

Adaptive Access

Risk-based polices Always make security decisions using all available data points, including
identity, location, device health, resource, data classification, and anomalies.

Cloud Infrastructure Entitlement
Management (CIEM)

]

Secure Access
Service Edge (SASE)

Micro-segmentation

Security Operations

Privileged Access
Workstations (PAWSs)
For SOC Analysts, IT Admins,
and business critical assets

Automated threat response
Asset—centric detection and

response (XDR)

End to end visibility (SIEM)

Asset Protection

Classify assets and apply controls per asset
type and classification (CA policies, encryption,
monitoring, detection, response etc.)

Dependency/impact analysis
backups, service accounts and privileges that
control other systems/services, etc.

Asset-centric protections

Innovation Security

Threat modelli
reat moceting DevSecOps and CI/CD process integration

of best practices (Static and dynamic analysis, etc.)

Security Governance

|
Enablement > Hygiene Remediation —

Continuous Monitoring
Patching, configuration, process updates, etc.

Posture Management :
of security posture

Continuous improvement of security posture and
standards/policies

NS




Key Industry Collaborations
E LA 2
THEOpgﬁ GROUP | X ler
J ational Institute o
- ) U et StL:\d:r::Istan;

The Open Group — Technology (NIST)
Focused on integration Focused on architecture
with business and and implementation with
IT/Enterprise/Security avatlable technology

architecture

Many organizations are contributing valuable perspectives and guidance like the Cybersecurity and
Infrastructure Security Agency (CISA), Cloud Security Alliance (CSA), and some technology vendors



Zero Trust Architecture (ZTA)

Security Analytics

Endpoint
Security

User & .
Device \Q

ICAM

IDENTITY ACCESS & CREDENTIALS
User *  Management
Device *  Authentication

(SSO/MFA)
Authorization

FEDERATION GOVERNANCE

Mobile .
Device

<2,
0’0 0.0

Device \/
(with SDP Client)

SDP (example: TLS Tunnel)

Data Security

PE/PA

POLICY
Evaluate Access

L

N

Protected Resources

CLOUD

APPS & WORKLOADS
PEP

GRANT ACCESS
(Micro-
segmentation)

ON-PREM
APPS & WORKLOADS

GRANT ACCESS
(SDP)

(File Share, Database, Storage, Apps)

N C C o&e

NATIONAL CYBERSECURITY
CENTER OF EXCELLENCE

National Institute of
Standards and Technology ®
U.S. Department of Commerce



Implemented in NCCoE lab

Microsoft Zero Trust Capability Mapping (Summer 2023

Key . >
NIST Area Security Analytics
[ NIST Sub-Area ] @ Microsoft Sentinel
Sub-Area 3] . ecurity Information and Even
J Microsoft Defender XDR T

» Security Orchestration, Automation, and

Microsoft Service

Defender for Endpoint Defender for Office 365 Defender for Identity Defender for Cloud Apps Defender for Cloud Response (SOAR)

. | | | [ | | | | | [ [ | | [ | "
Security telemetry from across the environment
.

N
- N N . N /. N\

SeCU I‘ity (DLP) Protection Mgmt Protection

/ . . f . .
; Endpoint Security e @i, A Addzes i Policy Enforcement / Admin (PE/PA) Protected Resources
. ' ' K - 2
‘ Microsoft Entra Management (ICAM) i Polic CLOUD APPS & WORKLOADS
.. Conditional Access W : i Determine Access ) Defender for
(*s Global Secure [V Identit Access & N Cloud Apps
&5 Access client User gz:ce Credentla! qut- " I Defender for Office P
= — e Entra 1D ) wicrosort 365
Conditional Entra Permissi
) Entra ID . Grant Access Access |vr|1a:12 g:rrn";';:mns Goog‘e:‘;m AWS A Azure
Devices - 4 - - Dgfender for Cloud
Intune (‘44) Entra ID Governance @ ‘&) Entra Internet Access g/gcctrj?iio%gr:(zﬁg]ark lhet  Azure laaS
E_| Device Management — V. Grant Access ™ » > ! v 4
| M | Federation J L Governance e ) ON-PREM APPS & WORKLOADS
. Policy Enforcement Point (PEP) G Database  File share Storage
Mobile N ‘ - ~ ’ Data ’ Azure Arc Infqrmation
Defender f End int Device 4 ' * - > Purview Protection Scanner
‘ €render Tor tndpoin - ; \ ~ Feedback mechanisms enable Defender Anolication Gaard
Endpoint Detection and | Secure Ac!mln Virtual Desktops continuous improvement AppS J efender Application Guar )
Response (EDR) Workstations .
. #%&a Entra Private Access Infrastructure & Access
. ‘ Entra Azulr(e Virtual ‘\:“ Connector t: Azure Arc
Devices w/ Desktop ~ Defender A
: zure
SDP } ; ! Intune for Identity
\ ¥ lT S ; Windows 365 VPN Backend Connector Automanage ))
\\ ,/ AN J v ~ ‘/'
{ 3
i Data Loss Purview Purview . ] ; !
i Data Provention ‘& oLp Document @@y . Office gk Il\r/lltl:)r'lleA glefegier for g, Purview Cloud Infra g2y Defender ;
i Protection ntormation 365 ovrie App oud Apps Information SQL DB/Files W for Cloud |
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% Microsoft Security

Zero Trust
architecture e orton ‘
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Governance '
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_____ Device Risk : E . |
Corporate compliance assessment ! | ! < ¥ Serverless i
1 1 ! ; i Lee
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Zero Trust

architecture

L Non-human J

5 Microsoft Entra ID

ID Protection
Workload ID

(’—&” Entra ID Governance
4a)

' Defender for Identity
4

Corporate

Personal J

Intune
Device Management

Defender for Endpoint

Endpoint Detection and
Response (EDR)

V.

(7" Telemetry/analytics/assessment

2-9 JIT & Version Control

Strong
authentication

i Q Request -
enhancement

et s ettt

A
1
1
1
1
1
|
1
1
1
1
1

Governance

Compliance

Security Posture Assessment

Device
compliance

Risk
assessment

|

Productivity Optimization

. Microsoft Defender for Cloud
Secure Score

Compliance Manager

Zero Trust Policies

Evaluation

Enforcement

Microsoft Entra
Conditional Access

o
Network R
) . Adaptive SaaS L
""""""""" Public Access :
. On-premises J
Traffic filtering L Private J

Threat Protection

Continuous Assessment

Threat Intelligence

Forensics

Response Automation

o7 Entra Internet Access
(3 X
<O Entra Private Access

Be Microsoft Security

Classify,
label,
encrypt

Emails & documents

L Structured data

. Defender for Office 365

€y Microsoft Purview

(?) Microsoft Priva

& segmentation [
(as available)

' Defender for Cloud Apps

) GitHub Advanced Security J

Defender for
APIs (preview) Infrastructure

|
i ) % Serverless
L Runtime &  Containers h--
control %9 laaS
Microsoft Entra & Paas
Permissions Management J \}9 Internal Sites )

Azure Arc

& Defender for Cloud J

Defender for Endpoint

Defender for Office 365

. Microsoft Defender

Defender for Identity

Defender for Cloud Apps

@ Microsoft Sentinel

+ Security Information and Event
Management (SIEM)

+ Security Orchestration, Automation,
Defender for Cloud and Response (SOAR)




Starting the Security Adoption Framework

Multiple structured ways to accelerate end to end security transformation

QUICK WINS MICROSOFT 365

across all initiatives with Zero Trust RaMP Implement M365 to support Zero Trust

Zero Trust Rapid Modernization Plan (RaMP)
Rapid progress on mitigating d other attacks

ng ransomware an

The Microsoft 365 Zero Trust Deployment Plan
aka.ms/zero-trust-m365
+ Gui rust

Top Prias
1

Security Transformation B Microsoft security ACti 0 n a b I e & C O m p I ete Refe re n Ce St ra tegy

Modular plans and maturity models for end-to-end security modernization

—> 6 Strategic Initiatives driving big outcomes with

Full Secu I‘ity - 2-8 Technical Plans with

Modernization > Objectives & Key Results (OKRs)
P - Project Teams and Workstreams
ans —> Links to Implementation Procedures

- ..and more




Zero Trust Rapid Modernization Plan (RaMP) | cec“adndzimae

Rapid progress on mitigating ransomware and other attacks

Prioritize Privileged Access
* High impact and likelihood attacks

Top Priorities — critical security modernization steps y, © Wslllis Eies e (aselmd:

1. Explicitly validate trust for all access requests via Microsoft Entra Conditional Access (Formerly Azure AD)
S Id o a. User Accounts - Reguire Passwordless or MFA for all users + measure risk with threat intelligence & behavior analytics
r ecure Identities Module 2 b. Endpoints - Require device integrity for access (configuration compliance first, then XDR signals)
and Access c. Apps - Enable Entra ID for all SaaS, for VPN authentication, and for legacy apps (on-premises + laaS) via App Proxy
d. Network - Establish basic traffic filtering and segmentation to isolate business-critical or highly vulnerable resources

2. Ransomware Recovery Readiness - Ensure backups are validated, secure, and immutable to enable rapid recovery Module 1

= Data, Compliance & Governance
= p 3. Data - Discover and protect sensitive data (via Microsoft Info Protection, Defender for Cloud Apps, CA App Contro)) Modulel 5

Align to business and mission

4. Streamline response to common attacks with XDR for Endpoint/Emai!/ldentity + Cloud (via M365 & Defender for Cloud)

& Modern Security Module 3

5. Unify Visibility vith modern Security Information and Event Management (S'EM via Microsoft Sentine!)

Operations
Reduce manual effort - using automated investigation/remediation (SOAR), enforcing alert quality, and threat hunting
As Needed — typically driven by cloud adoption or OT/loT usage n
Security Hygiene — Rigorously monitor security posture and remediate configurations, security updates, privilege creep, etc.

i Infrastructure & Module 4 Reduce Legacy Risk — Retire or isolate legacy technology (Unsupported OS/Applications, legacy protocols) Align to
Development . DevOps Integration — Integrate infrastructure + development security practices into DevOps with minimal friction ~ cloud
Datacenter & DevOps Security . . . ) ; o i . migration

Microsegmentation — Additional identity and network restrictions (dynamic trust-based and/or static rules) schedule
Module 6 Discover - Find & classify assets with business critical, life safety, and operational!/physical impact (via Defender for 1oT)
.% Operational Technology Protect — iso'ate assets from unneeded internet/production access with static and dynamic controls

(OT) and Industrial loT . , , o
Monitor — unify threat detection and response processes for OT, IT, and loT assets (via Microsoft Defender for l0T)



https://aka.ms/MCRA
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MAIN
MENU

The Microsoft 365 Zero Trust Deployment Plan
aka.ms/zero-trust-m365

* Guide to deploying Zero Trust
capabilities in Microsoft 365 Microsoft 365 Zero Trust Deployment Plan

The only clickable deployment plan in the Zero Trust universe

[ ) Th | S WO rk |S b ro ke n | nto u n |tS Of Deploying Zero Trust for Microsoft 365 Prescriptive solution guides Supporting illustrations

This poster represents the work of deploying Zero Trust capabilties with Microsoft 365, This work is broken Each of these guides describe how to accomplish specific units of work that are prescribed by
into units of work that can be configured together, starting from the bottom and working o the top to the deployment plan.
ensure that prereqisite work is complete.

work that can be configured ,

This Microsoft 365 Zero Trust deployment stack ilustrates the recommendid units of work. Read more here — aka ms/zero-rust-m365 o

from the included here for your reference.

Zero Trust

entity and device access policies

Protection  Device (SRR
level [ s

h r Protect and Sarepain ses U 2] (13)
govern sensitive Teams, Power Bl, productivity apps Microsoft Defender

ata Exchange Online * Word Endpoint devices: for Cloud Apps S [ry— [—
On-premises file e it Windows & macOs. (5aas applcation o e cten]
shares and 2 Pow ata classifcation saring peint
Shorepoint server oo and protcton) ] e
e
Pilot and deploy labeling, information protecti (OLP) e . "
r
« Start from the bottom and work D — I " -
I aka.ms/zero-trust-m365-mfa-policies S = = S
Review/ad senstiv nformation types and creste ——— R -
Sensiiy labels Define data handing stfiderds 0o e ] . R e
to t h e to p to e n S re t h a t S 7
u ) Manage endpoints with Intune and Microsoft 365 Scues L
Defend against @i @) cons oeenaer o o nege endpanswin 1 piory
threats compiiance of Cloud Apps poices to slams/zerotstmiGsdevices g g ERS FRm
o . cos o securiy protect access and use (5] St 1. mplement App Protection polcies = e . e
baseines ofSaas apps T Step 2 Envll deviesito management )
0 Stop3.Set up complance pokces ot e [o—
o i
otoderor ry | DfenerfrOfice Oseneror ot for clovs S ey e
P PP Step 6. Monitor device risk
| Step 7. implement dtaloss prevention (0LP)
Piotan deploy M365 Defender ")
er Oetenderfor
r Endpoint Cloud Aops 02 (]
Zero trust e et e e e Evaluate, pilot, and deploy Microsoft 365 Defender -
foundation | [t e, e 2 ° o A 1
Configure complianc polcies
o be sure devices meet minimum requirements. Create the Repeat for each component: Investigate Promote your
evauaton < eview architsure requirements and respond evaluation i
O Err— 1] Deploy a Microsoft Information Protection solution enirorment  Enabe the evaluation tothvests praduction
aka.ms/zero-trust-m365-info-protect * Create the pilot environment

Configure starting point Zero Trust identity
and device access policies.
Tum on Multi-Factor Authent

208 apps to Azure AD and
Wulti-Factor Auth

protecton polis

o 1 Regulations specify Solution guidance So you can comply with
'Gonfigure cloud identity (cloud only, hybrid with PHS, hybrid with PTA, or federated) 0 i‘“ P"“"h‘y (i helps you: EeguialosVEeaireran e
tems sucl

fon requireman:

Deploy information protection for data privacy regulations.
Jzer0-trust-m365-data-privac

your Microsoft 365 environment:

Microsoft 365 Zero Trust dej . 2 5
ployment stack e Integrate SaaS apps for Zero Trust with Microsoft 365 W g 7 information o protect % & e o
[ ety Devices Security operations || Information protection & governance | Coming soon ' Documents and files stored 0 Protect information = L B =
] Create Defender for Cloud App policies =1 = -~
® Deploy information protection for aas apps _—
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Security Transformation

Modular plans and maturity models for end-to-end security modernization

®.  Build Modern Security A

Common Modernization Initiatives

Secure Identities and Access

Modern Security Operations

Infrastructure and Development

OT and loT Security

Data Security & Governance, Risk, Compliance (GRC)

Strategic Initiatives
Enable a Zero Trust transformation

Zero Trust Rapid Modernization Plan (RaMP)

Prioritize rapid progress on highest positive impact

Top Priorities - critical security moder

Security Program
SO Workshop

B8 Microsoft Security

Maturity Models

Assess state and plan next steps for:
* Program and Strategy

 Security Disciplines

= » Technical Capabilities
Strategic Initiative Plan ; Zero Trust RaMP
Describes technical solutions (n that inttiative H st Prioritized qu[ck WIns across
H s Neded— oty henty ot A
Technical Plans O - T p (nitiatives to get Zero Trust
How to make it real (OKRs, capabilities, stakeholders 1 - =y transformat[on started
& project team, links to implementation plans, etc ) -
I
I
[mmmmmmmmmmmsm 0 Tttt il il il o Rttt ittt 3
v v v v
Secqrity Operations Infrastructure and Development Security - l
Maturity Models and Plans : ) ;
. E e T b TUNUS aein L e e
Patching and o s | W= = |
":'i» lent Response SecOps Tooling Ry Madule 3 -
Backup 2 G —E
i

5 |

= |

Module 2 — Secure Identities
and Access

Module 3 — Modern Security
Operations (SecOps/SOC)

Module 4 - Infrastructure &

Development Security



Plan Structure & Taxonomy

Rapid Modernization Plans (RaMPs)

5 total Prioritized steps for quick wins & incremental progress
‘ Secure Identities and Access Strategic Initiative Plan As needed for
complex areas
— Describes technical solutions (n that tnttiative 1 per 2 ot oo ) Zero Trust RaM P
Secure Identities and Access V Initiative Prlorltl;e.d.Qljlle Wins
s e across initiatives to get
R Zero Trust transformation
started

Zero Trust RaMP [

o Menty arsptan e
e |ia—— | - { Other RaMPs
: - M M= el emes Provide prioritized quick e
(5] St s win guidance for selected o
topics 3
°
R e e = I
B e As needed per strategic B
|| i o Modermize pech anagemen: Technical Plans |__initiative (1-8)
How to make it real (OKRs, capabilities, 6
stakeholders & project team, links to S
implementation plans, etc,)
3 Microsoft 365 Zero Trust
Implementation Procedures Deployment Plan
Describe how to deploy /configure each
technical component 1 or more per * Deploy Microsoft 365
7/ Technical Plan Zero Trus? capabilities
* Grouped into work that can be
configured together




. HE a:
Security Resources m= Microsoft

Security Adoption Framework Security Documentation
aka.ms/saf aka.ms/SecurityDocs

i * CISO Workshop - aka.ms/CISOworkshop | -videos * Driving Business Outcomes Using Zero Trust
Securlty Strategy and Program * Cloud Adoption Framework (CAF) — aka.ms/cafsecure Ra%idly modernize your securit\?posture for Zero Trust

Secure remote and hybrid work with Zero Trust
Identify and protect sensitive business data with Zero Trust

V4 Trust * Microsoft Cybersecurity Reference Architectures (MCRA) - aka.ms/MCRA | -videos Meet regulatory and compliance requirements with Zero Trust
ero. rus » Ransomware and Extortion Mitigation - aka.ms/humanoperated
Architecture * Backup and restore plan to protect against ransomware - aka.ms/backup

* Zero Trust Deployment Guidance - aka.ms/ztquide | aka.ms/ztramp

Secure Identities and Modern Security Infrastructure & Data Security & loT and OT Security
Access Operations (SecOps/SOC) Development Securit Governance
p
* Securing Privileged Access (SPA) * Incident Response - aka.ms/IR * Microsoft Cloud Securit * Secure data with Zero Trust * Ninja Trainin
P y j g
Guidance + CDOC Case Study - aka.ms/ITSOC Benchmark (MCSB) « Ninja Training * Defender for loT Training
aka.ms/SPA e Nini P aka.ms/benchmarkdocs * Microsoft Purview Information Protection * MCRA Videos
Ninja Training K o . MCRA Vid .
+ Access Control Discipline « Microsoft 365 Defender » Well Architected Framework (WAF) . ﬂw ) MCRA Video OT & lloT Security
- Ninja Training aka.ms/m365dninja aka.ms/wafsecure x‘::zz%:;,mggw Data Loss Prevention * Defender for loT Documentation
* Microsoft Defender for Identity ° IVII(icrosofthef_er?der for Office 365  Azure Security Top 10 . Insi;:ler Risk Management aka.ms/D4loTDocs
aka.ms:[md|n|n|a . aM—;Liir’E:o’;t‘ S’;Z‘nzer for Endpoint aka.ms/azuresecuritytop10 + Microsoft Pu_rV|ew Documentation
* MCRA Video aka.ms/mdeninja - Ninja Training aka.ms/purviewdocs
* Zero Trust User Access + Microsoft Cloud App Security . Defender for Cloud
* Microsoft Entra Documentation aka.ms/mcasninja . MW
aka.ms/entradocs * Microsoft Sentinel ideo _
. MCRA Videos « Infrastructure Security

« Security Operations Defender for Cloud Documentation

* SecOps Integration

Product Capabilities * Security Product Documentation Microsoft Security Response Center (MSRC)
www.microsoft.com/security/business Azure | Microsoft 365 www.microsoft.com/en-us/msrc



https://aka.ms/saf
https://aka.ms/SecurityDocs
https://aka.ms/CISOworkshop
https://aka.ms/CISOworkshop-videos
https://aka.ms/cafsecure
https://learn.microsoft.com/security/zero-trust/adopt/rapidly-modernize-security-posture
https://learn.microsoft.com/en-us/security/zero-trust/adopt/secure-remote-hybrid-work
https://learn.microsoft.com/en-us/security/zero-trust/adopt/identify-protect-sensitive-business-data
https://learn.microsoft.com/en-us/security/zero-trust/adopt/meet-regulatory-compliance-requirements
https://aka.ms/MCRA
https://aka.ms/MCRA-videos
https://aka.ms/ztguide
https://aka.ms/ztramp
https://aka.ms/humanoperated
https://aka.ms/backup
http://www.microsoft.com/security/business
https://docs.microsoft.com/azure/security/
https://docs.microsoft.com/microsoft-365/security
https://www.microsoft.com/en-us/msrc
https://aka.ms/benchmarkdocs
https://aka.ms/wafsecure
https://aka.ms/azuresecuritytop10
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/become-a-microsoft-defender-for-cloud-ninja/ba-p/1608761
https://aka.ms/mcra-video-infra
https://learn.microsoft.com/azure/defender-for-cloud/
https://aka.ms/SPA
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/secure/access-control
https://aka.ms/mdininja
https://www.youtube.com/watch?v=4alqTPMtSzU&list=PLtVMyW0H7aiOQwZSsn2d-tg2z729ce1BZ&index=15
https://aka.ms/entradocs
https://aka.ms/IR
https://aka.ms/ITSOC
https://aka.ms/m365dninja
https://aka.ms/mdoninja
https://aka.ms/mdeninja
https://aka.ms/mcasninja
https://techcommunity.microsoft.com/t5/azure-sentinel/become-an-azure-sentinel-ninja-the-complete-level-400-training/ba-p/1246310
https://aka.ms/mcra-video-SecOps
https://aka.ms/mcra-video-SecOpsIntegration
https://learn.microsoft.com/security/zero-trust/deploy/data
https://aka.ms/MIPNinja
https://aka.ms/DLPNinja
https://techcommunity.microsoft.com/t5/security-compliance-and-identity/become-a-insider-risk-management-ninja/ba-p/3282306
https://aka.ms/purviewdocs
https://techcommunity.microsoft.com/t5/azure-defender-for-iot/microsoft-azure-defender-for-iot-training/ba-p/2428899
https://www.youtube.com/watch?v=mlVxr_EzuME&list=PLtVMyW0H7aiOQwZSsn2d-tg2z729ce1BZ&index=6
https://aka.ms/D4IoTDocs

Key Industry References and Resources

7\ THE The Open Group
\)pGi(i)%P - Zero Trust Commandments - https://pubs.opengroup.org/security/zero-trust-commandments/

- Zero Trust Reference Model - https://publications.opengroup.org/security-library

- Security Principles for Architecture - https://publications.opengroup.org/security-library

ler US National Institute of Standards and Technology (NIST)

> Cybersecurity Framework - https://www.nist.gov/cyberframework

- Zero Trust Architecture - https://www.nist.gov/publications/zero-trust-architecture
> NCCoE Zero Trust Project - https://www.nccoe.nist.gov/projects/implementing-zero-trust-architecture

- Secure Software Development Framework (SSDF) - https://csrc.nist.gov/pubs/sp/800/218/final

Cremoas g2 Cybersecurity and Infrastructure Security Agency (CISA)
SECURITY AGENCY \&27% .
- Zero Trust Maturity Model - https://www.cisa.gov/zero-trust-maturity-model

Internet Securi ty

<ﬁ Center for Internet Security (CIS)
- CIS Benchmarks - https://www.cisecurity.org/cis-benchmarks/
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https://www.nccoe.nist.gov/projects/implementing-zero-trust-architecture
https://csrc.nist.gov/pubs/sp/800/218/final
https://www.cisa.gov/zero-trust-maturity-model
https://www.cisecurity.org/cis-benchmarks/

End to End Security Architecture

Diagrams & References

Threat Environment
Ransomware/Extortion, Data Theft, and more
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Development / DevSecOps

Enabling Security & Business Goals

DevSecOps - Agile security for workloads
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Infrastructure
Multi-cloud, cross-platform, native controls

.
Infrastructure Security Capabilities |
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Cybersecurity Reference Architectures

Zero Trust Adaptive Access
Security Service Edge (SSE)
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Security Operations
(SecOps/SOC)

Securlty Operatlons Capabllltles

ediason of realized risk

Operational Technology (OT)

Industrial Control Systems

Operational Technology (OT) Security Reference Architecture
Apply 2010 trust principhes 10 securing OT and industrial 16T emvircnmaents
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