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Avoiding Accidental
Architectures

Implementing Graph-Based IAM & CIAM
goes beyond better access control

Mans Hakansson | Solution Architect



Welcome to IndyKite

A SaaS-based Identity and Access
Management (IAM) platform built on
connected data technology that
supports exciting user journeys
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Founding Pillars =

[ Digital Experience }

Go beyond
traditional
identity use
cases, find new o
value, and truly 07—\\0
achieve ROI L-(ﬁl‘
)

[ Connected Data Identity of Everything ]
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Businesses need to move away from
disconnected, siloed user experiences



Towards connected experiences driven by
better data insights and knowledge
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Whatif...

Applying Graph Technology to Identity




What is a Graph Database?

— A graph database is constructed of nodes,
edges, properties, and meta-data

= The edges represent the relationships
between nodes

= The graph relates the data elements
to a collection of nodes and edges

— Relationships are persistently stored for
fast and semantic data queries

= Ability to smoothly build new paths or
remove old paths as the context changes
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Graph Data Model oo

verifier: BankID
verificationTime:

Property
lype: Propert;
Person Property P . y
Age: 20 Type:
Person

issuer: BanklD
loa: 3 Property
verifier: BankiD Age: 45
verificationTime:
Digital ID

issuer: Dep. Road Admin.
loa: 3

verifier: IndyKite
verificationTime:

Driver
licence

Driver
licence

issuer: Dep. Road Admin.

Household loa: 3
verifier: IndyKite

verificationTime:

Property

Type: Car

Property

Color: Blue I N DY




Graph Delivers in IAM
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Whatif...

Applying Identity to Graph Technology




IAM Matters

> 75 billion
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Govern - Control
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Data

Data Transactions
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Critical Capabilities of IAM

=

CONSENT / DELEGATION
LIFE-CYCLE / GOVERNANCE
ONBOARDING / VERIFICATION @ \\ IDENTITY

AUTHENTICATION / FEDERATION
v AUTHORIZATION
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Target Communities
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Next-Gen IAM Powered by Graph

= Deep insight into identities and
6 their relationship to business data
= Derive contextual and real-time
decisions based on policy
= Extend and enrich the identity
and business data
— Delegate data-sharing/enrichment
controls to end-users
— Enable end-user personalization
and recommendations
— Foundation for decentralized identity
and identity wallets

INDY|%}]



INDY

IndyKite Platform




IndyKite Platform

A SaaS-based Identity and Access
Management (IAM) platform built on
connected data technology that
supports exciting user journeys

= ldentity Knowledge Graph

= Authentication and Federation

— Knowledge-Based Access Control
= Trusted Data Sharing
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IndyKite Solution Architecture

Application

App Front-end
App Back-end

End-user

IndyKite.id

Identity Provider

IDP

Application

App Front-end

App Back-end

Ingestion Engine

Plug-in || Plug-in || Plug-in || Plug-in

End-user



www.indykite.com
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Thank You

Mans Hakansson
: KI
mans.hakansson@indykite.com INDY



