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IAM/IGA service providers
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Identity capabilities

Authentication

Single Sign-on

Authorization

Adaptive access and trust elevation Core |AM features
Access policy management

Session management

Event logging and reporting

Identity repository access

Identity life cycle management

Access requests

Access certification Basic IGA features
Workflows

Fullfillment and connectors

Auditing

Entittement management

Policy and role management Extended IGA features
Identity analytics and reporting

Segregation of Duties check



Light IGA

Strengths

Reduced cost of ownership
Shorter deployment time
Easy learning curve

Simple technology to implement
and maintain

Weaknesses

Weak governance features

Ineffective in enforcing least
privilege access using identity
analytics

Limited support for provisioning

Lack of integration with adjecant
IAM tools

No easy path for migrating to an
IGA suite




Dimensions of complexity

IT and identity system complexity

«... local innovations ended up adding more complexity to the existing fragmented
business processes, systems, and data. Although the customer experience often
improved — and in some cases, revenue increased — the rise in the cost-to-serve
eclipsed the gains and added other risks like cybersecurity and system crashes.»

Ref.: Harvard Business Review - https://hbr.org/2022/10/is-your-company-seizing-its-digital-value
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Legacy systems complexity

Shared responsibility matrix

on premise
Application configuration

Identity & access controls

Application data storage

Application

Operating system

Network flow controls

Host infrastructure

Physical security
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Source: https://www.ncsc.gov.uk/collection/cloud/understanding-cloud-services/cloud-security-shared-responsibility-model




Business complexity drivers

== a— O
—
05

Human error




Hypothesis #1
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«Failure to map your needs
and make subsequent
Investments in IT systems
results in unecessarily

\

complex business processes»

System vs business complexity
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* Manual processes
 Double entries
e Human error

IT and System complexity

—8—Business process complexity



Hypothesis #2
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Hypothesis #2
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of IT systems above a
certain threshold
Increases business
process complexity»
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System vs business complexity

« System maintenance
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Hypothesis #3
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«Increasing total
complexity
Increases cost»
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System vs business complexity
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e License cost
 Technical debt
 Personnel cost
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Total complexity Total cost



Key takeaways

* Find a balance between business and technical complexity

* Not everything needs to be automated

« Know your systems and their features

Complexity drives cost
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